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PURPOSE: A method of 
monitoring a tunnel in a GPRS 
(Generic Packet Radio Service) 
tunneling protocol is provided to 
monitor a device allocated in the 
other node by using an echo 
message without defining a new 
audit message, thereby 
monitoring the tunnel of the 
GPRS tunneling protocol by 
adding TEID(Tunnel Endpoint 
IDentif ier) information to the 
echo message. 

CONSTITUTION: An echo 
message of a tunneling protocol 
has a tunnel audit request in an 
extension identifier area, and 
has an identifier meaning a 
tunnel audit response, then has 
a tunneling identifier information 
list of an SGSN(Serving GPRS 
Support Node)(120) of a GGSN 
(Gateway GPRS Support Node) 
(130) where the tunnel is 
generated in an extension value 
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area of the echo message. When the GGSN030)' receives the echo message from 
the SGSN(120). The GGSN0 30) monitors the extension identifier area of the echo 
message. If a tunnel monitoring identifier exists, the GGSN0 30) monitors the 
tunneling identifier information list. An abnormal state between, the GGSN(130) and 
the SGSN020) is confirmed by a monitored result. 
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¥£HH^AH dl^(GPRS : Generic Packet Radio Service)^! 3GPP(3rd Generation Partnership project ) Oil 

m M§£ib Qioiaa^ &a2£, qioieis mi^afls a^sfb gjHom. 

£ is hd\ ^&mihAu\±m aiBSht sa^a oies^i ai^um eaishi sick 

#D\ Al^ae BB5K100). UTRAN(UMTS Terrestrial Radio Access Network) ( 1 10) , SGSNO20), 

ggsn( 130)^^ ^^a. Ah^| utran(ho)^ gzu oiee^i Ai^nsj :mxi^oii 8hssh= ™mm ea. 

4PI SGSN(Serving GPRS Support Node : Mtt\± HH^! AH dl >i = 120)2f GGSN(Gateway GPRS 

Support Node : IHIOI^SIIOI ^£jHH^AHdl^ XI^J^H)(130)^ GSN(GPRS Support Node : ¥£!IIH^AHdl^ 

sisoick m\ ^ttmiiMtt\± nsjcHte 3is o\^m±i M±m°\ m&^oii asstte ^ 
mm &q . s^°^ ¥^hh^ahui^ ai^h^ eh^u °^§i§ oigo^oi ^Mmz±Mu\± xi 

?!tEi^°J EH^GIIOIEI ^^MM(Packet Data Protocol : PDP) IfSi i§6^ SICK &3| ¥£HIH^! 
AH til ^ EiyH ng£18, 3GPP TS29.060 u=M CHI df2f 1*01 , GSNZJ- Oil M ^CH , £>0| £ 12| AH 

dl^ ¥£HH^AHdl^ XI S! ±^(120)21- 3||0|M?I|0| ¥£IIHej AH dl^ XI &±El( 130)2*£| HH^QIOIE^^^ 
ft ^3^§0il Ei^i! H^^MOI OISSCK 

£>0| EH^H AHdl^ ¥<yHH^AHd|^ XISinH( 120)2r JI0IM9II0I ¥£!flH^AHd|^ 

XI^H(130)AfOI°l §^(path)M 35.|8 r 3l flff- B*»OIIAI XI (Echo Message )fi 0|§»CK 

SE 2^ gEH3l*£| ES^S AHdl^ ¥£jHH3JAHd|^ XI HEE( 120)21- THOl^SIIOI ¥£J HH^! AH dl ^ Xlik 
E(130) AWI2I e*80IIA|XI(200)(210)» EAI8HQ 2JCK 

6^1 £ 2oii EAia sxh^ &»aiAixit etsfi?oiiAixi(2oo)a a»sBDiiAixi(2io)s u¥oiaa. 

&J\ SE 2^ EA|6rfe 2xHi3 £K>| &aD||A|XI(200)(210)te S^SMI S8SCK ^SOIIAIXI* 

oiea^oi ana ^hhj g^ssrw^a xhai^ oi¥« *ei» 4- ao. n^cii AHdi^si^ bbsi 

¥Oil 0}£r 8HJ2I LH CHI CM EH Ei^OI EXH8KHI ilCf. 3 xH £3 £K>I ^SDilAIXIS 0|go^ 

S^HJ §^?i ^ojg- ^ &XI°j- 3^ UH CHI SJHofrte ^^H] Elii Sxl (Ent i ty)2| 

oi¥^ *ei» 4= sia. n ^ ai^u^ &:>i 2^21 Eiy ^ &cn §xi°i s^^^oi^M ^£jm:M 

¥16H AH^g ^AKaudit)DilA|XI« ^SE^ §2|sH0t SIP. 



&30I 01 mH# 6ft: Jim*! JUM 
WtZ\M ^ ^S^J AHSS 2UI- DilAIXIfl SSIShXI S3, }|^0|| AhSH^ ^»CHIA|XIS 0|g8^01 

&cn ^eoii t§8 sxifii ^APi^e ^iaib a Jg§ sis&oii aia. 

AO|2f &^6^| ¥1 BH e ygDHAIXI^I private extension fieldOil TEID&^S ^^1- 

8fe u o h SI M§tia. 



01 ah £21 ^Z&ShOI e ^§1 ^ Ail 61 ^Se^CK 

E 38 ^ iSi £A|6^ ¥^HH5i AH d| >i XI 120) ( 130)S AhOISJ 

^t> t OilA|XI(300)(310)^f SM TEIO(Tunnel Endpoint IDentifier)M S&5h£^ 5[H 9imm 

£A|8fe £^0|CK ^Ol £ 30UH ySfl^OII Ai XI (300) te S^S^Oil CHo^Ol Peer TEID SSS 
Q. SEB 30il Pie 6^ B»SBO||A|X|(310)fc S^SSOil H»0| DI^OHxl TEID ^mm SSBD. 
ySfi^MIAI XI (300)2| ^^01 8PI H 1 CHI UEfU 2iCI. 
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S 30! SOI^^OI Private Extension HEfe M EH , ^01, ^ £ XKExtension Identifier), m 

&• ^(Extension Value) se»CL e Oil AH AtSEIfe 58 ^§ ^ ^ IK Extension 

Identifier)^ ^§ St (Extension Value) S^OICK *S ^ s XK Extension Identifier) SSjOllfe 

&»fi?BIA|XI(300), GJ»S9D||A|X|(310) 2^01 EHoH E\ tf UAr £^(Tunnel Audit Request)^ Ei^ 
3AI- S&(Tunnel Audit Response)S 3 0l8hfe *!SS»(ID)» SSI SO. SB, B*» 2 1 ? Oil A| XI (300)3 
S*§ ^(Extension Value) S^Oil^ 6fCH& kE2J E-I^g &!i»(ID)Sa£ ^£38 

Q. = ^3 ^P^OI S 40il AH MOISCf, 
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1 22 

Peer TEID 1 
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Peer TEID n 



6PI S 4£r S ^Si *!A|oH>l ?ioH y»fi?0IIA| XI (300)3 £r§ ^(Extension Value) gs*0|| ^3 
^ §^2J SOJ^CK &D\ TEJCfe *S § XK Ex tens i on Identifier) S^CHI §39 &0IQ. 

BB, B*»«B0I|A| XI (310)3 *fS ^(Extension Val ue)S ^ Qilfe £p| B*»fi^OII AIXI(300)S¥EI 

teidsmm fliaahoi e^mxi ate teid°im ipsec*. ysseaiAixi (310)3 «s 

^(Extension Value)3 ^£OI SPI £ 50j| MQjaCL 
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&D\ DI^OHxl TElD^r SSfShM SJfe S«9 *JgXKlD)0|CK 

^, S iSi -£«8PI 2| ¥^IIH5AHtll^ flange »6!0| BSS TEID3 4fCH» in 

H01I ^XH6rOi Ot- 6r^ TEID3 ^8 ^XIH SI 01 Of §ICf. ^£IIH^!AHbl^ Xl^HOIIAH *fCHgJ ^HOil 
ttSS^OIIAIXIB My CLH 6fcm TEID = = « StUGL 01 OH, ^ 4bF0l^^ ^1 TEID^ ^ 

<MHH?iAHbl^ Eiyg HSil^l olICH^i^ HIOISEa 321^ 64,000H r OI MMQ- 3*o£ OI¥CHXj 

Ot 6 r H^ TEID3 4>i= 16.000SQ ^ CH »CK SES, AI^HOII e^Srll 2ife EH^3 40|- }|fe 

Eiy^a s^oii^ oi ^ xt%\ u^oj mlh^ sat AreaHot §a. seb eh y uai 
^3ia &h»fi^3 301 mo- e stHM «38toi ssi van goit^ naoHot 

^§S^01IA|XI(300)S gJS tEb ySgB0||A|XI(310)g Ski 4 s 2£= SbllH EICH ?10\0l & 

Q. &»fi?D||A|X|(300)B tEb &&Q.=?WM XI (300)011 588 TEID Xr<yO| 

i§e[ TEID ^eimoi £>0| eJ-SS^CHI A| XI (300)0)1 TEID ^^Oil ^XH^XI S^Oil^ 

OIB DI^DHxl TEID a«SO. 3 ^, ^Ol y»Q^O||A|X|(300)» ±^ 4t?\ 

DI^OHxl TEID ^mm KttSBQIIAI XI (310)011 ^^SKM SBO. CQ^rAH , ^51 a SB a JSI 0IS8JO1 
6H3ia Oil AH EHyOil CHorCN g^xl£i^ TEIDS &AIB 4- 9JiQ . 
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#7; ^-pjy 
1 

¥^IH^AiU!^ XISicHZ*2| ^<MHH^Ajd|^ Ei^S H^SHOilAH EHyg 3A|Shte &H0II 910] M , 

EHyU BJBBIAIXIfc 3 Sf§±{g» S«Oi| Ely EH y ^Af IS! 21015*- 

fc ^y X*S ^XIH, y»BIA|X|2| «3 Si S^Oil Ej^OI ^£J£|^= ^^IIH^AHbl^ Xl^i^H 

oiojoj o<MiiH^iAHbl^ Xl^inH^ £JCH ^<ynH^Aib|^ XI^H^EH &J\ &»0l|A|fl« *£!8*te HI 

Ah^| ^Aj^l- &»0||AIM2| *S*!S» g<*8 3AJS*fe XII 2j»S3K 

HISOilAH^I Ely 3A|- ^ = XH?|- ^XHBF£ 6PI B»WIA|X|2| *S & g«o| ggu ai« 

XF3M " 8 SAhsfe XII 3Hf§5f , 

XII 3Uf§°] SA^H^^EH &}| ^ ^dllH^AitJI^ XlSinSyfil 0|£^¥8 ^ ^£ 

hh^ahui^ na^H^a Eiy^Ai sb. 
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